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Washington Secure Email Portal messages.
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1. Receivinga Message

Each time you receive a new State of Washington Secure Email Portal message, you
get an email notification with information about the message (date, sender, expiration
date). You can read and reply to State of Washington Secure Email Portal messages

using any modern desktop or mobile web browser.

Note: The message expiry date is stated in your email notification.

Sample message

John Smith
<
e Fri 2019-11-29 5:18 PM (_> (_) >

washington.citizen@outlook.com ¥

State of Washington Secure Email Portal

You've received a secure email message from "John Smith" <Smith@Washington.com>

via State of Washington Secure Email Portal

Subject - Sample message

Sent : November 29, 2019 10:18:05 PM, UTC
Expires - December 29, 2019 10:18:11 PM, UTC

You have 30 day(s) left to collect this message before it expires.

Open Message

Do not reply to this notification message; this message was auto-generated by the sender’s security system. To reply

to the sender, select Open Message.

If you do not see an HTML-formatted email above, copy and paste the link below into your browser:

https:/ /emailencryption.twsegcloud.com /login.htmi?
msgUserld=1eb0036cbca2cOb2&enterprise =trustwave_watech&locale=en_US

Figure 1: New Message Notification Email
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Note: Your email address is partly obfuscated to keep your email address private on
links you visit on the internet. Just enough of the address is shown for you to recognize
it.

& @ emailencryption twsegcloud.com/login html?msgUserld=1eb0036cbca?c0b2&enterprise=trustwave watech.. @ ¥ Q@ @ B ==

Help English (United States) v

To log into State of Washington Secure Email Portal,
enter your email address and password.

Password: @

Login
State of Washington Secure Email Portal
Forgot your password?

£ WaTech

This site is intended for official business related to the State of
Washington and governed by Terms of Service.

Use indicates you have reviewed and accepted the terms.

Figure2: Login Page

When you enter your password and press the Login button, your secure message will
be displayed.
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< C @ emailencryption.twsegcloud.com/common/read.html?id=2211271182595047602 Q Y Q0 O B =

Logged in as: washington.citizen@outlook.com English (United States) v

“ DB &

Bf Compose

Reply Move Verify Print Save Delete Options
&2 Inbox (1) . .

State of Washington Secure Email Portal
Q Drafts
= sent
= e - Previous P
ﬂ Trash

© This message will expire after December 29, 2019 10:18:11 %M uTtc

.. From: "John Smith" <Smith@washington.com>
To: washington.citizen@outlook.com
Cc:
Subject: Sample message
Sent: November 29, 2019 10:18:05 PM, UTC
Importance: Normal
Attachments: & important_announcement.pdf (187KB)

% All: attachments.zip
Dear Washington Citizen,
Please see attached for an important announcement.
Kind Regards,
Q vwd Tec h State of Washington
Wastngn s Carsordaies Feotnowgy Sereves Agency
This site is intended for official business

related to the State of Washington and
govemned by Terms of Service

Use indicates you have reviewed and
accepted the terms.

Figure 3: Viewing a message
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2. Account Management

To log into the State of Washington Secure Email Portal, you need a State of
Washington Secure Email Portal account. An account is generated automatically

when the State of Washington sends you a secure email.

2.1. Activate your Web Portal Account

The email notification for your first State of Washington Secure Email Portal message
includes a link to the account registration page. Once you have activated your account,

you can log in and read your message.
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Sample message

John Smith
<
o Fri 2019-11-29 405 PM © 9 _>

washington.citizen@outlook.com

State of Washington Secure Email Portal

“John Smith " <:Smith@Washington.com= has sent you an encrypted message via State of Washington Secure Email Portal.
You have 30 day(s) left to collect this message before it expires.

Subject: Sample message
Sent: November 29, 2019 9:05:08 PM, UTC
Expires: December 29, 2019 9:05:11 PM, UTC

The State of Washington Secure Email Porial has changed providers. You will need to create a new account to access
your message. We apologize for the inconvenience.

Once you've created your account, you can view your messages you receive from “John Smith"=Smith@washington.com:
directly from your State of Washington Secure Email Portal account:

Email: washington.citizen@outlook_com

Create your account and read your message

Meed help? Visit the State of Washington Secure Email Portal online fuforial.

Do not reply to this message; this message was auto-generated by the sender's security system. To reply to the
sender, first create your account and read your message.

Figure 4: AccountRegistration Email

Note: The initial notification is in English (US). Once you visit the State of Washington
Secure Email Portal, you can change your preferred language. Subsequent
notifications are sent in the language that you selected.
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To activate your State of Washington Secure Email Portal account,

1. Open your State of Washington Secure Email Portal activation email and click the
Create your account and read your message link. The registration page
appears with your email address pre-filled (using asterisks for privacy).

c @ emailencryption.twsegcloud.com/registration.htmi?rrRegcode=kkn9rzwj@urrUserld=6eecla’a-53b1-41e

terprise.. @ W Q B =

Help English (United States) v

Enter your Registration Information

* First Name: Washington

* Last Name: | Citizen

= Email Address: wash===ss==srsr@ors==srscom

Create a Password

Requirements:

-
State of Washington Secure | 8 ti?:gérhcélg Lgi)er

Email Portal Password Stength: [N GG = g g%;?tercase Letter

@ Special Character (1$#&% etc.)

S ‘ RS

* Confirm Password:

Cancel Activaie

Q inTECh

Wasunguons Coseosdaes Tevimongy Seraces Agency

This site is intended for official business related to the State of Washington and governed by Terms of Service.

Use indicates you have reviewed and accepted the ferms.

Figure5: Account Registration Page

2. Select a password that meets the requirements:
1 At least 10 characters
1 Lowercase Letter
1 Uppercase Letter
1 Number
1 Special Character (1$#&% etc.)
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3. Click the Activate button. When your account is ready, you will be redirected to
the login page.

& c @ emailencryption.twsegcloud.com/login.htm|?e

Q ¥ O O A ==

sgUserld=2a095977

English (United States) v

Your State of Washington Secure Email Portal account
has been activated. Please enter your email address
and password to login

wash#emssssss @R oM

Login

State of Washington Secure Email Portal

Forgot your password?

C _ﬂl.dTECh

WaSARORTE CORGONISD Tevnongy Serrvel Apency

This site is intended for ofiicial business related to the State of
and g d by Terms of Service

Use indicates you have reviewed and accepied the terms

Figure 6: Login Following Account Registration

4. Enter the password you just created and click the Login button.
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2.2. Reset yourPassword

You can recover your State of Washington Secure Email Portal account if you have
forgotten your password. Before you start the password reset process, you will need the
State of Washington Secure Email Portal notification email.

Sample message

John Smith
<
e Fri 2019-11-29 5:18 PM (_> (_) >

washington.citizen@outlook.com ¥

State of Washington Secure Email Portal

You've received a secure email message from "John Smith" <Smith@Washington.com>
via State of Washington Secure Email Portal

Subject : Sample message
Sent : November 29, 2019 10:18:05 PM, UTC

Expires - December 29, 2019 10:18:11 PM, UTC

You have 30 day(s) left to collect this message before it expires.

Open Message

Do not reply to this notification message; this message was auto-generated by the sender’s security system. To reply
to the sender, select Open Message.

If you do not see an HTML-formatted email above, copy and paste the link below into your browser:

https:/ /emailencryption.twsegcloud.com /login.htmi?

msgUserld=1eb0036cbca2cOb2&enterprise =trustwave_watech&locale=en_US

Figure 7: New MessagBlotification Email

To recover your password:

1. Open your State of Washington Secure Email Portal message notification.
2. Click the Open Message link. The Login page appears.
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3. Click the Forgot your password? link. The Password Recovery page appears.

To log into State of Washington Secure Email Portal,
enter your email address and password.

WaShwmnnwwwwm!tww@owwwwwmrcom

Password: @

Login

State of Washington Secure Email Portal

Forgot your password?

Figure 8: Forgot Password link on Login Page

4. Enter your email address and click Next.

Password Recovery

Please enter your State of Washingion Secure Email
Portal email address. You should receive an email
with instructions on how to reactivate your account
shortly.

washington.citizen@outlook.com ‘

Next

State of Washington Secure Email Portal &

Back to Login

5. Your request for password reset is confirmed on the page.

Your recovery information will be delivered
to you shortly:

o washington.citizen@outlook.com
Follow the instructions in the email to re-
activate your account.

. . Return to the Login page
State of Washington Secure Email Portal

Figure 9: Confirmation of Password Reset Request
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6. The State of Washington Secure Email Portal sends a new account activation
email to your address.

Reactivate your State of Washington Secure Email Portal account

noreply@encryption.twsegcloud.com y
o Sun 2019-12-01 7:20 AM © © =2

washington.citizen@cutlock.com

State of Washington Secure Email Portal

You are receiving this automated message in response to your reguest to
manage your State of Washington Secure Email Portal password

Activation Information

Email: washington.citizen@outlook.com

Reactivate your account

If you do not see an HTML-formatted email above, copy and paste the link below into your browser:

https://emailencryption.twsegcloud. com/ login_htmi?locale=en_US&rrllserld=5eecla7a-53bl1 -
41e2-8599-1a22b08d982c&rrRegcode=nCvSHeyR&enterprise=trustwave_watech

Do not reply to this message; this message was auto—generated by the sender's security system.
To reply to the sender, first create your account and read your message.

Figure 10: Reactivate Account Email Confirmation
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7. Use the new account activation email to re-register. Once registration is complete,
you can log in to read and reply to any messages in your inbox.

[&] & emailencryption.twsegcloud.com/registration.html? gcode=zWrNtrQy8urUse|

e27a&enterpris.. @ ¥ O @ B =

Help English (United States) v

Enter your Registration Information

Create a Password

. [ " Requirements:
FEESTERE *| @ Lengih (10-54)
© Lowercase Letter
Passwerd sveng: | IS N g
. @ Special Character (1$#&% etc.)
State of Washington Secure -
. * Confirm Password:
Email Portal

Activate

c 'U‘dTECh

WasingunT Coneasateg Toiegy SerAves Apency

This site is intended for official business related to the State of Washington and governed by Terms of Service.

Use indicates you have reviewed and accepted the terms

Figure11: Reset Password Page

Note: You cannot re-use your previous four passwords. If you try a password that was
used recently, you will see the following error. Try a new password.

A The following error(s) occurred:

Password must net be identical to any of the 4 previous password(s).

Figure 12: Error when new password matches an old password
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2.3. View aMessage

When you complete the registration process, or follow a notification email, the message
associated with that notification will be displayed right away. If you do not have a
message notification email, you can browse to the following URL in your browser:

https://emailencryption.twsegcloud.com/login.html?enterprise=trustwave watech

1. Log into the State of Washington Secure Email Portal account by entering your
email address and password. Click Login.

2. You are shown your secure mailbox. Select the message you wish to view.

< C & emailencryption.twsegcloud.com/user/listMessage.html @ ¥ © B e

Logged in as: washington citzen@outlook com Help English (United States) v Logout

= T Q 4 v =2 &
Compose Delete Search | Move | Fiter | Sort[™™ Received] Options

=

& Inbox
a Drat P John Smith November 29, 2019 10:18:05 PM, UTC

rafts
Another Sample message %

! Sent
P John Smith November 29, 2019 9:05.08 PM, UTC
@ Trash Sample message %
pa

C WaTech

Washagion's Coneavdaied Teoho: e

| This site Is intended for official business
related to the State of Washington and
governed by Terms of Service
1 -2 of 2 message(s)
Use indicates you have reviewed and
accepted the terms.

=

Figure 13: Mailbox View

3. The message will open in the same window.
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2.4. Reply to a Message

You can reply to any State of Washington Secure Email Portal message. The State of
Washington Secure Email Portal automatically saves a draft of your message every two
minutes. You can also manually Save a Draft at any time.

To compose a reply:

1. Open the message that you wish to reply to.

ECHOWORX

< C @& emailencryption.twsegcloud.com/common/read.html?id=2211271182595047602

Logged in as: washington_citizen@outlook.com

Q@ % 0 O B

@‘ Compose

&2 Inbox (1)

Q Drafts

! Sent

]m' Trash

{ WaTech

Wastnguns 100 Teainoiagy Sereces Apency

This site is intended for official business
related to the State of Washington and
governed by Terms of Service

Use indicates you have reviewed and
accepted the terms.

N 4B O

Reply Mowve Verify Print Save Delete

State of Washington Secure Email Portal

<« Previous

@ This message will expire after December 29, 2019 10:18:11 %M; utc

From: "John Smith" <Smith@washington.com>
To: washington.citizen@outlook.com
Cc:
Subject: Sample message

Sent: November 29, 2019 10:18:05 PM, UTC
Importance: Normal

Attachments: % important_announcement.pdf (187KB)
¥ All: attachments.zip

Dear Washington Citizen,
Please see attached for an important announcement.

Kind Regards,
State of Washington

English (United States) v

o]

Options

Figure 14: View a Message in order to Reply
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2. Select Reply or Reply All from the Repl

aN ¥ B i
R@ 'y Move Verify Print Save Delete

Reply

menu. The Compose page appears.

Reply All

—

e of Washington Secure Email Portal

Figure 15: Reply dropdown menu

3. Compose your message and add any file attachments by clicking Add
attachment button and browsing to the file.

&« cC 8@ emailencryption.twsegcloud.com/common/compose.html?_flowld=compose-flow8act=reply&id=302905.. & ¢ Q m 283

Logged in as: washington citizen@outlook.com

Help English (United States) ¥  Logout

x =)
(4 Compose = 4 .n
Cancel Save To Drafts Send Options
B Maibox From: washington citizen@outlook com
To: | smith@washington.com
Subject:| Re: Sample message
Aftachments:  Add attachment Importance:  Normal ¥
FontFamily~ FontSizes~ 1T, B J U & x X A~ A-~ Q
EriErEE T OEE EE BE— &P 8 H =
Hi John,
I have a few questions...
Sarah
From:smith@washington.com Fri, Nov 29 2019 21:05:08 UTC|
To:washington.citizen@outlook.com
Dear Washington Citizen,
Words: 33 |
C s ¥vd Tec h Cancel Save To Draits Send
Wastvpion § Consostaten Teomacesgy Servites Agency
[rhis site is intended for official business
related fo the State of Washington and
governed by Terms of Service
Use indicates you have reviewed and
accepted the terms.

Figure 16: Compose a Secure Reply

4. Click Send. Your message is sent securely to the recipient.

Note: The Reply and Reply-all features do not allow you to add additional recipients. If

you need to communicate with other people at the State of Washington, compose a new
message instead.
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2.5. Compose aNew Message

You can compose a new message to the State of Washington. This is handy when you
do not have any messages in your Mailbox view. When composing, the State of
Washington Secure Email Portal automatically saves a draft of your message every two
minutes. You can also manually Save a Draft at any time.

To compose a new message, you must know the email address of the person you wish
to email. The available Washington email domains will appear in the drop-down list,
and you will type the first part of the address (the part before the @ symbol) in the edit
field.

1. Click the Compose button in the top-left corner of the screen.

Figure 17. Compose Button
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